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Grass-roots trespassing
Low-tech hackers bypass security, get to the source

CHRIS JACKSON

Texas A&M is 
doing everything it 
can to protect its 
computer network 
from hackers sneak
ing in the back door.
Sophisticated firewalls 
protect the network from 
outside attacks, and vir
tual private networks 
allow students secure 
access to their information off campus and 
from wireless locations on campus.

The front door to the system at A&M 
and other systems, however, is being left 
wide open.

On Jan. 9, 2003, malicious Saudi 
Arabian hackers exploited five poor pass
words on the University phone system and 
then made international collect calls at the 
University’s expense.

The default passwords for at least five 
voice mail accounts had not been changed. 
Those default passwords were made up of 
the same numbers included in the tele
phone number. Low-tech trespassers some
times exploit a few weak passwords such as 
these among many strong ones to gain 
access to vital information or simply for 
the fun of it.

Business Week reported that an associ
ate dean at Princeton University was fired 
for accessing a Yale admissions site using 
student passwords that he guessed. Darielle 
Insler admitted to guessing one of her 
teacher’s passwords when gaining access to 
her grades at the University of Delaware, 
The New York Times reported. The Saudi 
Arabians who hacked A&M’s phone sys
tem correctly assumed that default pass
words that included parts of the accounts’ 
phone numbers had not been changed.

Yet weak passwords are not always the 
cause of low-tech security breaches. 
Sometimes, a trespasser can gain access to 
a restricted system by simply asking a user 
for a password.

The industry phrase is “social engineer
ing,” and it is the technique of acquiring a 
critical password or other information by 
merely asking for it.

The New York Times reported that 
Darielle Insler called the personnel depart
ment at the University of Delaware posing 
as one of her teachers and was given the 
password needed to change her grades.

She was failing math, science and English 
until she asked for — and received — the 
access to restricted information.

Hacker-turned-consultant Kevin
Mitnick discussed social engineering with 
the San Francisco Chronicle in late 
October 2002. He described how these 
low-tech hackers might pose as a techni
cian trying to fix a problem.

“(Potential hackers) will call or e-mail 
an unsuspecting person and tell them that 
there is a problem with their network and 
then try to troubleshoot that nonexistent 
problem,” Mitnick said. “When the prob
lem is solved, the attacker asks, ‘While 1 
have you on the phone, can I ask a favor?”’

Social engineers make it seem all right 
to give out restricted information because 
the engineer poses as someone who could 
get that sort of information through legiti
mate channels if he wished. At first, this 
approach seems simple enough to protect 
against; employees and other users should 
keep their information private. The skilled 
social engineer, however, is able to break 
through the common sense barrier to get 
what he wants — whatever it may be.

Mitnick said he called a Motorola 800 
number as he walked home from work one 
day, and by the end of 
the 20-minute walk, he 
had the source code for 
his Motorola cellular 
phone. With that code, 
he could have dismantled 
his phone’s software and 
found vulnerabilities to 
exploit in other Motorola 
phones. Mitnick did not 
comment on what he did 
with the knowledge, but 
said, “You have to think 
about how much money 
and high-tech security 
Motorola had used to 
protect that code,” high
lighting the fact that he 
had in 20 minutes what 
Motorola had probably 
spent millions of dollars 
to protect.

The most expensive 
and powerful security 
available would not have 
been able to protect
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Never sive out your password 
Report suspicious requests for your 
passwords
Don’t use names, places or dictionary 
words as a password 
Always chanse default passwords 
Use numbers, uppercase and lowercase 
letters
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Queso & Chips

^ONE C
8 I 5 Harvey Rd. 

696-5570

1:00 p.m. - 8:00 p.m. 
Monday - Friday only

Expires February 28, 2003 

Offer good with purchase. 
Limit one per party.
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3224 S. Texas Ave. 
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We accept credit cards!

Two Can Dine for $5.99
2 Fish & More
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2 Chicken & More
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®B Come and Get It!
Enjoy some Real Texas Bar-B-Q

25% OFF
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When you present this ad. Limit 1 person. 
Coupon good for up to MO.00. Dine In Only.

504 Harvey Road
696-7383

Valid thru May 31, 2003 • Rudy's accepts the Aggie Card
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Kyoto Sushi
College Stations Sushi Bar in Northgate

LUNCH SPECIAL 
10 a.m. - 4 p.m.

1 California Roll s2.25 
2 Roll Combo *4.50 

Lunch Box *7.99

: \ ^ U
Sake . 

Bomb

Happy Hour 
3 p.m. - 6 p.m. 
Monday-Friday

Ipc. Sushi *1.25 
1 California Roll 

(6pc.) *2.25

I

113 College Main
In Nortngate

a* 846-5541
Thur - Fri - Sat: 

till 1 a.m.

*1111 _ ...........

TO GO AVAILABLE 
Thurs-Sat: 10:30am-lam 
Sun-Tues: 10:30am-lOpn
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Debate over Hawaiian 
volcanoes continues!
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Motorola’s source code in Mitnick’s case, 
because the security was not broken — it was 
bypassed altogether.

The good news is that social engineering 
does not need to be a problem in businesses 
and organizations. The solution lies simply 
in the education of users on the importance 
of password security. Users should know 
and understand that network administrators 
and other people who actually need comput
er access codes will be able to get them 
through means other than average end-users.

Large-scale computer networks have 
working security measures to detect and 
correct intrusions after the fact, but the bur
den of preventing these breaches falls into 
the hands of the users themselves.

Yale’s associate dean was discovered in 
his trespassing, Insler’s grade-changing 
scheme was found out at the University of 
Delaware and the Saudis’ free phone service 
was promptly cut off by A&M. These uni
versities experienced problems which can 
be caused by weak passwords, unwitting 
divulgence of passwords, and poorly main
tained systems that employ basic or default 
passwords. Without user education and co
operation, organizations will continue to 
spend money barricading the back door 
while intruders walk right in the front.

By B.J. Reyes
THE ASSOCIATED PRESS

Geologists say an outpour
ing of lava from the Kilauea 
volcano that began last May 
may have stemmed from 
activity beneath neighboring 
Mauna Loa, reviving a 
decades-old debate about 
whether the two volcanic sys
tems are connected.

“We have detected a corre
lation between these events at 
a very short time scale,” sci
entists reported in the current 
issue of the journal Nature.

The scientists have long 
believed that Mauna Loa, the 
world’s largest volcano, and 
Kilauea are connected deep 
beneath the Earth's surface.

But the new study suggests 
there is a shallow interaction 
between the magma systems 
of Mauna Loa and Kilauea, 
reported Peter Cervelli and 
Asta Miklius of the U.S. 
Geological Survey’s
Hawaiian Volcanoes
Observatory at Kilauea.

“I think it’s real,” said Paul 
Segall, a geophysicist at 
Stanford University. “We 
know there’s ultimately a sin
gle source. This indicates that 
they’re probably a little more 
complicated than that and 
there are interactions between 
their two systems.”

Mauna Loa has erupted 33 
times in the past 150 years, 
most recently in Spring 1984, 
when a three-week eruption 
sent a 16-mile lava Bow 
toward Hilo. The current Pu'u 
‘O'o-Kupaianaha eruption at 
Kilauea began 20 years ago 
and ranks as the most volumi
nous outpouring of lava on 
the volcano’s east rift zone in 
the past six centuries.
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Mission: Oversee an international program in one of these fields: 
agriculture, business, community development, education, health, 
environment or information technology.
Benefits: 24-Vacation Days a Year, Housing, Medical and Dental, 
Monthly Stipend, Transportation to and from Host Country, Student I 
Deferment and Graduate Degree Opportunities.

Interested? Talk to On-Campus Recruiter Dr. Nelson Jacob,__,
• In person, TAMU Career Center, 209 Koldus Bldg. /
• By phone, (979) 458-3699.
• Via e-mail, peacecorps@tamu.edu.

“It’s
fhiappe

a phene 
said.

www.peacecorps.gov • 1-800-424-8580

lything that resi 
e whole dinos 
ctrum.”
Details of the 
Thursday’s iss 
Nature.
Paleontologist 

e Institute c 
'aleontology 
aleoanthropolo] 
hinese Academ 
[escribed six fo 
athers arranger 
milar to wing fe 

|rn birds.
“They are 1c 

lave asymmetric 
ight feathers,” / 

The feathered 
ar wings, Xu s 
ted they could 1 
1 an intermed 
levelopment bei

All Ladies FREE all night!! 
Guys over 21 Free until 10:00 pw

$1 Bar Drinks 
$2 Premium Drinks 

8-11 p.m.

$1 Pintsf $2 Tap Teas 
all night

Kitchen open all day, all night!!

696-5570
for details

Party Safe and Designate a Driver.
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